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DETAILED ACTION 

1 . This Office Action is in response to Applicant's amendment filed on 2/23/2007 
Claims 9, 30, 41 and 46 were previously canceled. Claims 1-8, 10-29, 31-40, 42-45 and 
47-49 are pending for examination. 

Response to Arguments 

2. Applicant's arguments with respect to claim amended claims have been 
considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1, 3, 5-7, 9, 10, 12-19, 24-26, 30-37 and 41-45 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Komura (U.S. Patent No. 6,260,145) in view 
of Akama (U.S. Patent Applicatin Publication (U.S. 2002/0062440). 

Referring to the instant claims, Komura discloses a system and method of 
authentication of digital information. Komura teaches that a server appends suitable 
verification data to an electronic document to be circulated through terminal units for 
persons in charge. Each terminal is allocated a unique function in advance and applies 
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it to the verification data in turn when receiving the document. Upon receipt of the 
document that has been circulated through the persons in charge, the server examines 
the function-applied value appended to the document to determine whether the 
document has been circulated correctly through the persons in charge, or via the correct 
route (see abstract and Fig. 1). 

Referring to the independent claim 1, the limitation "obtaining an electronic 
document corresponding to the request from the sender" is met by obtaining the 
electronic document from the document storage unit (31 in Fig. 2). The limitation 
"processing the electronic document, wherein processing the electronic document 
includes encrypting the electronic document with an encryption key corresponding to 
the designated at least one recipient" is met by units 25, 23 and 26 (Fig. 2) which are 
used for digitally signing the document with the key corresponding to a particular 
recipient (units 12 -14). The limitation "establishing a communication channel with the 
designated at least one recipient and transmitting the processed electronic document to 
the designated at least one recipient" is met by transmitting the electronic documents 
through the interface (21) of the server to the interfaces 41, 51 and 61 of the recipient 
terminals. Komura inherently teaches the limitation "the sender and the designated at 
least one recipient do not exchange encryption keys" by virtue of teaching the public key 
encryption system (see column 5, lines 15-20), which does not use exchange of 
encryption keys. Komura does not explicitly describe verifying the identity of a recipient 
and the identity of a sender at a server in order to transmit an electronic document from 
the sender to the recipient. However, Akama discloses a server acting as a proxy 
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facility between a user terminal and electronic market server for executing 
authentication and encryption processes (e.g. page 1, [0114]). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to 
implement the authentication system taught by Komura with the proxy server for 
authentication and encryption process taught by Akama to keep safety and preserve 
confidential information in the electronic commerce environment. In addition, having 
external processor to perform authentication/encryption processing is well known due to 
its complexity especially in public key system which is time consuming and costly. 

Referring to the independent claim 19, the limitation "at least one recipient 
computing device corresponding to an identifiable communication channel" is met by 
personal terminal units 12-14 in Fig. 2. The limitation "a document processing server, 
operable to establish secure communication with the sender computing device and the 
at least one recipient computing device" is met by server in communication with 
document storage unit (31) and the recipients (12-14 in Fig. 2). The limitation "document 
processing server-processes an electronic document and transmits the processed 
electronic document between the sender computing device and the recipient computing 
device" is met by units 25, 23 and 26 (Fig. 2) which are used for digitally signing the 
documents from the sender (storage unit 31) with the key corresponding to a particular 
recipient (units 12 -14). Komura inherently teaches the limitation "without the sender 
computing device and the at least one recipient computing device exchanging 
encryption keys" by virtue of teaching the public key encryption system (see column 5, 
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lines 15-20), which does not use exchange of encryption keys. 7. Komura does not 
explicitly describe verifying the identity of a recipient and the identity of a sender at a 
server in order to transmit an electronic document from the sender to the recipient. 
However, Akama discloses a server acting as a proxy facility between a user terminal 
and electronic market server for executing authentication and encryption processes 
(e.g. page 1 , [01 14]). It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement the authentication system taught by Komura 
with the proxy server for authentication and encryption process taught by Akama to 
keep safety and preserve confidential information in the electronic commerce 
environment. In addition, having external processor to perform 
authentication/encryption processing is well known due to its complexity especially in 
public key system which is time consuming and costly. 

Referring to the independent claim 37, the limitation "an interface component 
operable to establish secure communication with the sender computing device and the 
recipient computing device without requiring exchange of encryption keys between the 
sender computing device and the recipient computing device" is met by server having 
the interface 21 (Fig. 2). The limitation "a document processing component operable to 
process document requests from the sender computing device and append at least an 
electronic signature corresponding to a sender " is met by signature generating unit 23 
and units 25 and 26 and column 5, lines 9-10. 8. Referring to claim 3, Komura teaches 
sending a signed (i.e. encrypted) document. 9. Referring to claims 5, 14, 24, 35, 45 , 
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Komura teaches appending an electronic signature to the electronic document (see 
column 5, lines 9-10). 10. Referring to claims 6, 25, Komura inherently teaches 
encrypting the electronic signature corresponding the sender with a sender specific key, 
because Kimura teaches encrypting the signature with the sender's key of the public 
key pair. 11. Referring to claims 7, 9, 10, 26, 30, 34, 42, Komura teaches the use of the 
identifier (see Fig. 6). 12. Referring to claims 15, 16, and 46 Komura explicitly teaches 
encrypting documents designated for different recipients (12-14 in Fig. 2). Komura does 
not explicitly describe verifying the identity of a recipient and the identity of a sender at a 
server in order to transmit an electronic document from the sender to the recipient. 
However, Akama discloses a server acting as a proxy facility between a user terminal 
and electronic market server for executing authentication and encryption processes 
(e.g. page 1 , [01 14]). It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement the authentication system taught by Komura 
with the proxy server for authentication and encryption process taught by Akama to 
keep safety and preserve confidential information in the electronic commerce 
environment. In addition, having external processor to perform 
authentication/encryption processing is well known due to its complexity especially in 
public key system which is time consuming and costly. 

4. Claims 2,4,8,11, 20- 23, 27-29, and 38-40 are rejected under 35 U.S.C. 1 03(a) 
as being unpatentable over Komura (U.S. Patent No. 6.260.145 131) in view of Akama 
(U.S. Patent Applicatin Publication (U.S. 2002/0062440) and further in view of An (U.S. 
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Patent No. 6.715.073). 

Referring to the instant claims, Komura discloses a system and method of 
authentication of digital information. Komura teaches that a server appends suitable 
verification data to an electronic document to be circulated through terminal units for 
persons in charge. Each terminal is allocated a unique function in advance and applies 
it to the verification data in turn when receiving the document. Upon receipt of the 
document that has been circulated through the persons in charge, the server examines 
the function-applied value appended to the document to determine whether the 
document has been circulated correctly through the persons in charge, or via the correct 
route (see abstract and Fig. 1). 

Komura, however, does not teach transmitting an electronic document via an 
Internet Web Browser over the connection established by secure socket layer protocol. 

Referring to the instant claims, An discloses a secure server using public key 
registration and methods of operation. An teaches using the SSL-enabled WEB 
(Internet) browser used to send requests for the client to the web server (see Fig. 2). 
Therefore, at the time the invention was made, it would have been obvious to one of 
ordinary skill in the art to modify the system of authentication of digital information of 
Kimura by using the Internet Web browser and secure socket layer connection as 
taught in An. One of ordinary skill in the art would have been motivated to modify the 
system of authentication of digital information using the Internet Web browser and 
secure socket layer connection as taught in An for providing secure end-to-end 
communication system (see An, column 3, line 30). 
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Referring to claim 8, it is well known in the art to use hyperlinks for accessing 
websites. One of ordinary skill in the art would have been motivated to use hyperlink for 
accessing the website for using the standard httpl: protocol. 

Referring to claim 11, An teaches identifying the party using the password. 

Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Tran whose telephone number is (571) 272- 
3843. The examiner can normally be reached on 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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